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Background and Motivation
q ? ? * Alintegration in Earth Observation (EO) systems introduces new
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vulnerabilities
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‘ AI MODEL * Traditional Al often behaves like a 'black box’

OUTPUT * Transparency, explainability, collaboration are needed

Explainable Al (XAl)

* XAl provides insights into how Al models make decisions, typically using
visual or numeric techniques — SHAP, LIME, or surrogate models. (1)
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* Mainly accessible to Al experts — requires technical knowledge
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Human-Centred Al (HCAI) — a step beyond Explainable Al (XAl)

* Development of systems that make Al processes understandable to users
through explanations tailored to the user’s level of expertise. [2113]

» Stakeholders (cybersecurity analysts, EO operators, or decision-makers)
enabled to comprehend and evaluate Al-driven outputs.

* By making the underlying Al model behavior explicit, such systems promote
safety, reliability, and trustworthiness.

* By embedding transparency and trust into system design, we reduce the risk
of adversarial attacks, data leakage, and operational disruptions.

* The integration of HCAI principles ensures that these efforts are inclusive,
equitable, and aligned with the values of a sustainable future.

Technical Strategies

* Model Explainability: methods such as feature attribution, decision trees,
and saliency maps, which highlight the reasoning behind specific decisions.

* Adaptive Explanations: a cybersecurity analyst might benefit from
technical details about algorithmic behavior, while an EO operator might
require visual summaries or high-level insights.

* Collaborative Interfaces: interactive platforms that allow users to
question, validate, and refine Al outputs. They foster a sense of control and
partnership, reducing the cognitive load associated with relying on
automated systems.
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